
Shifting from Reactive to Proactive 
Security Risk Management

Jeff Sieben
CPP, CISSP | PMP 
Product Manager, Resolver
IT Security Council, ASIS

Twitter: @jeffsieben



Copyright 2019. ASIS International. Source – ASIS International, Enterprise Security Risk Management Guideline, 2019. Used with permission.



Foundation

Understanding 
stakeholders

Risk management 
culture

Eliminating silos Industry 
collaborators



Context

§Asset Owners
§Department Heads
§Other Stakeholders
§Attack Surface



The Attacker Mentality

Singular 
Focus
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Thinking

Backward 
Reasoning



Risk Management

Avoid Mitigate Transfer Accept

§ Avoid 

§ Mitigate

§ Transfer 

§ Accept



Additional Resources

ESRM Guideline ASIS Open Forum A New Approach 
to Insider Threats

https://www.asisonline.org/publications/guideline-esrm-enterprise-security-risk-management-guideline-2019/
https://community.asisonline.org/communities/openforumhome%3FCommunityKey=a230eebc-fa45-47dc-9a07-9ca6a49f4a95
https://www.securitymagazine.com/articles/91499-rethinking-red-flags---a-new-approach-to-insider-threats
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