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Resolver

helps you Protect What Matters®
to your organization

Our software helps companies reduce the
frequency and severity of negative events
impacting organizational success. Risk,
security and resilience professionals use

Software for

Corporate Security
Teams

Corporate security professionals are evolving from reactionary
and tactical to strategic and risk-aware teams focused on
building business value by streamlining operations and
reducing the impact of incidents before they happen. Resolver’s
corporate security software helps security teams at the world’s
leading organizations manage incidents, investigations, security
operations, and risk assessments.

Resolver to manage incidents and events,
provide actionable insights and control
operational costs for their risk management,
corporate security, and IT risk practices.

Applications
Incident &
Q Investigation
Management

g@ Security Risk
Management

Security
@ Operations

Center

Incident & Investigations
Management

Resolver’s Incident and Investigations
Management Software is an end-to-end
solution to help you manage the entire
incident lifecycle to reduce incidents

and their impacts on your organization.
Collect incident details, triage and manage
security resources, conduct root cause
analyses, trend and report on data to gain
insights on risks and losses, and create
controls to prevent future occurrences.

This application supports the following

use cases:

= Brand Protection

* Loss Prevention

= [T Security

= (Case Management

= Violence Threat Assessment
(WAVR-21)

Form Canvas

=SS Drag and Drop Elements or Sections

Drag and drop feature for ease of configuration

Incident Aging/Performance

Incident Aging Past Year Counts

e Y- e

Open Incidents

BP-2017-12-12 Raid of Thrifty 2018-01-02 20 John Doe

FORM ELEMENTS X

Properties

Fields =)

Additional Responses
Business Line Code
Closed Date/Time
ICompIaint Description
Complaint Description ;ﬁad Number
Created
e-Incident Number
£ + End Date
Event Type Level |
Event Type Level Il
Financial Loss (USD)
Fiscal Year
Flag Notes
Follow-up Date

Follow Up Required
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Security Risk Management

Resolver’s Security Risk Management solution
helps you conduct risk assessments and

site audits to identify gaps and prioritize
countermeasures and connect incident data
with risks to make data-driven decisions.
Resolver’s software can help you achieve your
security objectives regardless of complexity

Business Unit - Toronto

7 $26603

Average Value History

Average Value

Average Value

— from basic audits to supporting a full
enterprise security risk management program.

The Security Risk Management application
supports the following use cases to track
assets, create risk assessment, and conduct
security site audits.

Total Value

$1010922
X

$26603

20000

15000

10000

5000

Security Operations Management

Resolver's Command Center solution
increases the situational awareness of
corporate security teams by centralizing
event identification, alarm management,
response management, incident reporting,
and officer and dispatcher communication.
Connect dispatchers directly to officers
and share dispatch details, locations, and

00:08:43

OnRoute

@ Dispatch Details

Assigned
Officers

Dispatcher

Lavigne, Ellen

Team Image

Team 1 H Smith, David D-2  Assigned 457:41:25 CF-9

standard operating procedures to manage
organizational safety.

The Security Operations Management
application supports the following use cases
to integrate with access control systems,
dispatch officers, document data in-field with
mobile app, and track officer activity.

Officer Call Sign Status Time Elapsed Dispatch Map Last Known Lecation

Benjamin Building > Floor 2

Benjamin Building > Floor 2

9474 East Lanterra Court,
Tuscon Arizona, 85710
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Software for Enterprise & Operational Risk Management
GOVGI‘I‘\CI nce, RlSk & Automate and standardize manual risk their risks and controls as soon as they

Com pliq nce processes that become increasingly ineffective see any changes without having to launch
and inefficient as your risk process becomes a full assessment using Resolver’s Active
more mature and widespread in your Datawarehouse. Trigger assessments as soon

Risk Management is a strategic function that helps the
organization understand and take action on strategic and
operational threats to reduce the negative consequences of risk

organization. Enable risk owners to effortlessly as KRIs or other indicators are out of tolerance.
submit risk assessments with step by step

, _ _ guidelines aligned to ISO 31000 and COSO With powerful automation and one-click
events. Resolver's GRC software helps you provide confidence ) , . . . o :
o _ _ ERM. With Resolver’s real-time continuous reporting, you can focus on delivering strategic
to your organization, from the board to executives to risk . L .
] ] ) ) assessment, risk assessments are no longer risk insights to the board - not formatting
owners, that unforeseen risk and compliance issues will not _ _
static. Allow business owners to update spreadsheets.

derail business objectives. Focus your resources on the risks and
controls that make the biggest impact on the organization.

Historical Trending

Monthly

Current Value Current Value

92 Out of Tolerance

Out of Tolerance

Within Tolerance

On Target

Current Value Timeframe Indicator Rating Timeframe
57 DEC 2019 Within Tolerance DEC 2019
37 NOW 2019 Out of Tolerance MOV 2019
s ocraniy Within Tolerance OCT 2019
18 SEP 2019 e -
15 ALG 2019 Within Tolerance SEP 2019
63 JUL 2019 Within Tolerance AUG 2019
1 JUN 2019 Within Tolerance JUL 2019
52 MAY 2019 e — e
3 APR 2019
31 MAR 2019 MAY 2019 -
24 FEB 2019 APR2019
12 JAN 2019 t MAR 2019

Within Tolerance FEB 2019

Within Tolerance JAN 2019
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Compliance Management

Compliance !eaders need _ CM - Status Report by Compliance Framework
comprehensive and effective [r—

compliance management software
solutions to stay on top of changing =
.

laws, regulations and to ensure .

the organization is not exposed.
Resolver’'s Compliance Management
Software provides a powerful
software solution for compliance
teams to handle a wide variety of —
regulatory and compliance processes p—
and ensure accountability throughout

organizations of all sizes. The software R wihsaciniy pollceeand  and pracedures within el sren of espomibity with spproprite seantty  ETREREY

standards policies, standards and any other security requirements.

Requirement State

150 27001 MNIST 800-53 Federal Privacy

T T

delivers key features to monitor
pertinent regulations and other
requirements, organize compliance
documentation, run risk assessments,
and demonstrate proof of compliance
through robust reporting.

Internal Audit Management

Resolver’s Internal Audit application _
) ) Audit Plan Report
uses an agile, risk-based approach —
to provide real-time assurance
against critical risks facing your
organization today. Improve accuracy
of audit committee deliverables

Status of Audits Type of Audits

by increasing consistency across
teams, eliminating version control

NotStarted @ Fielkdwork @ Reporting Cperational Financial No Value

Process Audit Process Audit Audit Internal Audit Internal Audit Fleldwaork Fleldweek  Budgeted  Actual

and consolidation issues. Manage W Ste Bpe Mo M Clent  SwnDue  EdDme MR Houn
multiple overlapping and parallel audit
projects more efficiently by using best
practice templates. Improve audit

. ) Z‘:“;‘i’r"VAu it Operational mnams '?:;rl}ﬁson I::::tice 02/03/2020  02/06/2020 300 120
client engagement and reduce audit

—r—N

fatigue for document requests using
Resolver’'s document request portal
and one-click PDF final audit reports.

Vendor Risk Management

Standardize and automate the process of
receiving vendor engagement requests from
the business, engaging vendors, assessing
risk against common frameworks such as
SIG, monitoring vendors and tracking vendor
remediation activities. Rank the risk of new
and existing vendors in your portfolio using

Vendor Geographic Overview

Vendor
Unigue 1D Mame Location

Vendor Type Vendor Assessment

standardized third-party risk assessments
to determine which are critical to business
operations. Easily visualize locations of
vendors to highlight concentrations of
supply chain risk using Resolver’s powerful
geolocation reports.
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Software for

Information Security
Teams

Cyber risk is at or near the top of every company’s risk register
as the size and frequency of data breaches continues to grow.
Organizations facing a breach can suffer financial, reputational
and legal impacts in addition to the operational cost of finding,
repairing and recovering data.

Resolver helps organizations understand their digital risks,
perform control assessments against best practices, and
aggregate threat and vulnerability data to one common place.

IT Compliance

Accelerate the end-to-end process ke o
of certification against required
frameworks. Dramatically reduce
certification efforts with the ability
to test once and apply to multiple
frameworks.

sSOC2

Description

Authority Document Mapping

Please refer to the lower levels of the authority decument, the citation. to understand if there is mapping capability

S0C 2 s an auditing procedure that ensures your service providers securely manage your data to protect the interests of
your organization and the privacy of its clients. For security-conscious businesses, SOC 2 compliance is a minimal
requirement when considering a SaaS provider.

IT Risk Management

Resolver's IT Risk and Compliance
Management (ITRM) Application helps
organizations classify the criticality of their
information systems, and document and
assess their controls in alignment with best

CIA Assessment

Applications

IT Compliance

IT Risk
Management

Ce

Confidentiality Integrity Availability
Score Score Score
Low Medium High
Confidentiality Assessment =
Confidentiality Score
Low

Does the information include or contain PPSI (Personal,
Private, or Sensitive Information)?

No

Tetal Citations

61

Chtatians with
Mapping Potential

What impact does unauthorized access or disclosure of
information have on health and safety?

Limited

Financial impact because of unauthorized access or
disclosure of information?

Minimal

VIEW FRAMEWORK GAPS

Caotegory Control Coverage  Cltations with Mapping Potential  Total Chations
® ®
L ] L]

practices like NIST 800-53, ISO 27001/2,
PCI DSS, SOC 2 and more. Visualize results
with robust dashboards and share them

organization-wide or across specific business
units, geographies, and application centers.

Lack of Incident Response Capabilities and Lack of BYOD Controls

Risk Hame

Description

IT Risk Owner

IT Risk Category

Risk Profile

Information Asset

Informaticn Asset ' _.

Unique MName
]



About Resolver

Resolver helps the world’s leading organizations reduce the frequency and severity of
negative events. Risk and security professionals use our software solutions to provide
actionable insights and control operational costs.

Protect What Matters® resolver.com | info@resolver.com | 1-888-891-5500 :RESOLVER



